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The purpose of the public hearing is to validate how we
O2YLX & gA0K /Lt!SE 0KS [/ KA

(1ll) 1‘\ CIPA requires school districts use Internet filters and
. Implement other measures to protect children from

Children's Inte at .
skt Lol harmful online content.

Protection Act

CIPA compliance is required to be USAC

eligible for federal funding. Universal Service Adminiirative Company
SCHOOLS AND LIBRARIES (E-RATE)
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http://usac.org/sl/applicants/step05/cipa.aspx
http://usac.org/sl/applicants/step05/cipa.aspx
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INDEPENDENT SCHOOL DISTRICT
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PUBLIC HEARING
NOTICE e urene
4 . i d
OF moreateas, | HOUSTON)
PUBLIC trict (ISD) Board of Trust- CHRONICL
4

ees and Administrative
Staff will conduct a pub-

3 A lic hearing regarding the
ll]‘ 1‘1 lN Children’s Internet Pro- : :
IARING tection Act (CIPA) for In- Advertised In the
ternet Filtering and Inter- i
et ﬁafﬁ“['d“ge hearn Houston Chronicle on
CIPA requires school June 26, 2017, 6:00 porn., June 16, 2017
districts hold at least G reas B oo d5h
i i Administration Building,
Or;led publlchhelarlng to 10300 Jones Fosd e
address the Internet ton, Texas :
. _ KEEPING STUDENTS
safety policy and If there are questions re- N
i garding the Internet Fil-
technology protection tering or I':'utelrgnet Safety,
citizens should contact
measures. the Chief Technology Of-

ficer, Frankie Jackson, by
phone at 281-897-3810
or by e-mail at frankiej.
jackson@cfisd.net .
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Thepublic hearing isdivided into four  / NOTICE
- i - OF
categories of information. | vimiac
\HEARING)

Protection Policies Governance
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1. PROTECTION

Use a robust (CIPA compliant) Internet

firewall and content filter to restrict access
. . . . Protection Policies Governance
to inappropriate information. )
: Qi

Firewall  geRTINET
Protection

0 Filters and blocks
Innappropriate websites
based on categories.

0 Provides extensive
i/i i i monitoring and reporting.
Content Filter

tdzof AO | SEFNAY3I 2y (KS /[ KA {-BuNG26/ZDad7Bdad Mty SG t NP G SOGA2y ! Ol

5



CYPRESS < FAIRBANKS | KAf RNByQa LyGdSNYy:

INDEPENDENT SCHOOL DISTRICT
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1. PROTECTION

Blocked Categories for Students
Security RISk Protection ) Policies m
Malicious Websites, Phishing, Spam URLs

Potentially Liable

Child Abuse, Hacking, Discrimination, lllegal/Unethical, Drug Abuse,
Plagiarism, Explicit Violence, Proxy Avoidance, Extremist Groups
Adult/Mature Content

Alcohol, Nudity/Risqué, Weapons(sales), Dating, Marijuana,

Gambling, Pornography, Lingerie/Swimsuit, Tobacco,

Alternative Beliefs, Other Adult Materials, Sports Hunting/War Games
Bandwidth Consuming

Freeware/Software, Downloads, Internet Radio/TV, Internet Telephony,
Peer-to-peer File Sharing, Streaming Media and Download,

General Interest i Personal

Brokerage/Trading, Domain Parking, Games, Instant Messaging, Web Chat,
Newsgroups/Message Boards, Personal Privacy, Personal Websites/Blogs,
Social Networking, Society and Lifestyles, Meaningless Content

Unrated
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Content Filter
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1. PROTECTION

: An Average Day | Est. Website Hits : ;
Website Access Type of Internet Traffic For 2016-2017 Co gt_i?;;lilct)enr_mg
High Schools 18,174,140  3,144,126,220 o
Middle Schools 7143870 1235880510 | S It Working:
Elementary Schools 7,938,943 1,373,437,139 9
Employees 47,402,902 8,200,702,046
Bring Your Own Technology (BYOT) 40,334,189 6,977,814,697 <=
Total Website Hits 120,994,044 20,931,969,612
A SNAPSHOT OF INTERNET TRAFFIC Average Internet
Brirc1,g Your IN ONE DAY TraffIC AnalyS|S
"evon” | Processing
=2 \ Elementary
sehools 120+ Million Website

Requests per Day

Employees
39%

20+ Billion Website
Requests per Year
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1. PROTECTION Cantent Fileing
- Protection:
. May 23, 2017 Estimated % Is It Working?
Websites Content Blocks Website Blocks Blocks
District Content Filter Blocks 510,992 0.63%
BYOT Content Filter Blocks 1,514,654 3.76%
Total Blocks 2,025,646 1.67%
INDEPENDENT SCHOOL DISTRICT During 2016-2017
School Year
Web Page Blocked! RECEIVED
X?:Ze ﬁ;ﬁl:nlfsn;p;’%?i é;accessaweb page which is in violation of CFISD's Technology A 17 Re.quests to B|ock
If you feel this is in error or would like this web page re-evaluated, please submit an iSupport ‘ WebSIteS
;ervipe rggues't bchlicliigg here.Ytour request will be prioritized based on the Technology \ A 189 Requests to
ce T e e Unblock Websites
A 7 Requests to

Investigate Reports
URL: www.whitehouse.com/
Category: Domain Parking for Student
Inappropriate Access
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1. PROTECTION Content Filtering

Protection
Measures and
Reports

FortiAnalyzer-3

Device Manager  FortiView Event Management Reports [aE G e o)

View Report | Configuration  Advanced Settings = Layout

&-[Z Reports
Admin and System Events Report
pplication Risk and Control

[ Run Report Now

Download

Report Mame ¥
User Report-2017-02-16-0911
User Report-2016-12-05-1709

pplication and Risk Analysis
Bandwidth and Applications Report
[ Client Reputation

- [ Detailed Application Usage and Risk Re po rts m ay be

Email Report F::ERTINET

[ IPS Report t th I b I
- [ Security Analysis 1st Highest Bandwidth User: 5899008 Usage: 4.7 MB IP: 10.233.78.184 Device: N/A ru n a e g 0 a Or
Threat Report w Traffic Summary w Web Activity Summary H L I I | f

op 25 Blocked Applications Total Number of Sessions 1,277 Top 10 Allowed Sites I n d IVI d u a eve O r

Site Name Bandwidth

User Reportj Total Number of Bytes 47 MB mediafile.chinahighlights.com 5.1 MB -
i i vBengine.pinsightmedia.com 14.0 KB

User Security Analysis 4,0MBin 753.4 KB out data.flurry.com 13.9 KB
v8.analytics.pinsightmedia.com 6.4 KB

VN Report Top 10 Destinations. v'wv" google.com 20 xg . . .

resolver.msg xiaomi.net 13K

activity, bandwidth

~ [ WiFi Network Summary W 174.35.56.232 5.1 MB HTTP.BROWSER Chrome ]

Wireless PCI Compliance G 216.239.38.120 1.4 MB Google. Services -
54.235.102.18 931.0 KB HTTP. BROWSER
& @ Aplication 5419725121 722 ko v ot usage, or security
K I 174.35.56.151 663.6 KB HTTP.BROWSER_Chrome Threat Summa
&[] Detailed User Report 54.243.228.203 633.4 KB HTTP. BROWSER . o o rea S
Top 10 Threats
-] FortiClient Report I 174.35.56.217 612.6 KB HTTP.BROWSER_Chrome P th t
O P ¥ 174.35.56.133 5299 KB HTTP.BROWSER Chrome Theaat Hame Type ___ Counts "
= [ web I 128.118.3.145 479.2 KB HTTP. BROWSER Chrome
Hourly Website Hits ¥ 172.245.37.96 418.7 KB HTTP. BROWSER_Chrome
Top 20 Category and Websites (Bandwidth)
Top 20 Category and Websites (Session)
Top 500 Sessions by Bandwidth
(] Default Templates
~14E Chart Library « Application Summary
Macro Library Top 5 Application Bandwidth Top 5 Application Sessions
Report Calendar B HTTF.BRO...R Chrome [7.63 MB) B HTTP.BROWSER 1.473 }
& HTTP.BROWSER (5.22 MB) Y DNS (815 )
i advanced HITPS.BROWSER {1.47 MEB) HTTP (212)

B HTTPS.BROWSER (135 )
HTTR.BROWSER Chrome (110 )

B DS (309,99 KB)
QUIC 190.01 KB)

Dataset
Output Profile
~[i] Language

7 A
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1. PROTECTION Content Filtering

Protection

o : Measures and
Monitoring Reports Shows Detalls of Reports

Internet Usage
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